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Introduction

China Special Report 2021

DIGITAL TRANSFORMATION CHALLENGES FOR CHINA

By Niall Coburn, Senior Regulatory Intelligence Expert, Thomson Reuters Regulatory Intelligence

Digital transformation is happening at pace in China with
the rise of dominant technology providers and the provision
of services which expand and diversify the landscape of

the financial services sector. Online banks and financial
technology companies (fintechs) are offering a wide range
of financial services that leverage technology to develop a
competitive edge in products offered to customers in China.

Firms involved in or planning digital transformation

need to be aware of the risk and compliance difficulties

that advanced technological platforms can introduce,

and understand the vulnerabilities they can create for
customers. Digital transformation needs to be accompanied
by improvements in culture, conduct risk, data protection,
privacy, cyber security, risk management and third-party
outsourcing.

Ant Group's $37 billion initial public offering and dual
listing in Shanghai and Hong Kong has thrown down a
number of challenges for Chinese regulators and has
prompted a “re-think” about how safe these products

are for consumers. Regulators are concerned about the
significant pace of digital transformation in parts of the
financial sector that are “outpacing “ regulation. The
Chinese government is cautious about systemic risk and is
pushing for reform and introducing new rules for fintech
firms. Chinese regulators are now drafting regulations that
will require micro-lenders such as Ant Group to finance at
least 30% of any loan with banks, share customer data and
put in place prudential requirements.

Chinese regulators are also concerned about the systemic
risks that fintechs introduce, and fear they may become
"“too big to fail” if left unchecked. Regulators worldwide
have been aware for some time that they lack the regulatory
line of sight they need given that, if a fintech such as Ant

were to fail, it would affect hundreds of millions of people.
In China, regulators had to assess whether the benefits

of Ant’s IPO outweighed the risks to the financial system,
and decided the risks were far too great. Whether the
suspension of the IPO was the correct decision remains to
be seen. Regulators internationally will be watching the
situation closely.

Firms should evaluate these wider developments and

put in place appropriate compliance procedures to
address both domestic and international regulatory
obligations, especially where they are involved with
digital transformation. Firms must develop compliance
frameworks that protect both consumer interests and the
organisation, as well as having effective risk management
strategies to deal with digital transformation.

According to Thomson Reuters Regulatory Intelligence’s
Cost of Compliance Report 2020 digital transformation
requires firms to take a unified approach to cultural
compliance as they experiment with and implement new
forms of technology. While many firms will be keen to
gain a competitive edge, it is critical they understand that
technological development brings many challenges which
senior managers must address.

The authors of this report have outlined some of the

risk and compliance concerns surrounding digital
transformation, analysed the regulatory reforms on the
horizon and suggested some lessons firms might learn from
innovators and early adopters. The final article provides

an overview of compliance, culture and conduct risks that
have been brought more sharply into focus by the COVID-19
pandemic, and highlights some of the best practices that
have been adopted by forward-thinking businesses in China
to offset these risks.

1 https://corporate.thomsonreuters.com/Cost-of-Compliance-20207cid=9027877&chl=oft&sfdccampaignid=70140000001
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Chinese banks, fintechs contend with compliance hurdles on

paths to digital transformation

By Helen Chan, Regulatory Intelligence Expert, Thomson Reuters Regulatory Intelligence

A widening gap in product and service offerings between
traditional banks and fintechs in China is highlighting the
need for banks to accelerate digital transformation. In
the past few years, technology companies in China have
disrupted many aspects of the financial services industry
and are encroaching on markets traditionally serviced by
banking institutions. Traditional banks are attempting

to catch up through investment, but technological tools
will need to be even more deeply embedded in product
development if they are to close the competitiveness gap.

At the same time, financial regulators in China are moving
to strengthen oversight of technology and systemic risks
arising from the rapid digitization of domestic financial
services. Regulatory reforms in the pipeline could bring
about compliance challenges to digital transformation for
traditional banks and slow the growth trajectory for fintechs.

Widening gap between digital and
traditional banks

“If banks do not change, we [fintechs] will change the
banks?,” Jack Ma, the co-founder and former executive
chairman of Alibaba, which controls Ant Financial, one of the
world’s most highly valued fintechs, pledged in 2008.

Ma predicted that fintechs would disrupt the financial
services sector so substantially that traditional banks would
one day be compelled to try to replicate fintech strategies
and offerings, and this has proved accurate in China.

Financial services provided by technology companies, often
run as non-bank payment entities, have flourished in the past
two decades, offering a range of innovative retail banking,
investment, insurance and credit products across China.

Domestic digital financial inclusion is high; nearly one
billion of China’s population of almost 1.4 billion are regular
users of digital financial services such as digital payments,
internet financing, digital credit information services, digital
wealth management and insurance products.?

The high level of digital financial inclusion can largely be
attributed to the breakneck pace of recent technological
advancement in China, particularly in the fintech sector. The

rapid growth of digital financial services in the domestic
market has been noticed and envied by international
competitors. “It's hard not to be both impressed and a little
worried,”* Jamie Dimon, chief executive at JPMorgan, wrote
to shareholders in 2019.

Traditional banks and insurers in China have begun to
launch digital services; some independently, others in
collaboration with fintechs.

Insurtech has been one area of financial technology where
traditional financial institutions in China have made gains
against stiff competition from technology companies such
as JD Financial or Baidu.

Ping An Insurance, one of the country’s largest insurers, has
consistently been held up as an example of a traditional
financial institution which has successfully digitised its
products and services to remain competitive. Under a
“finance + ecosystem" strategy, the group has incorporated
technology into its five core business lines, which it also
refers to as ecosystems: financial services, health care,
smart city services, real estate services and auto services.
Ping An has targeted internet users and is capturing a
bigger share of the digital user market. As of June 30, Ping
An had more than 210 million retail customers and 560
million internet users®.

The group has also ventured into new revenue streams,
reacting to emerging events and shifts in customer needs.
During the first few months of 2020, the insurer noticed

an increase in demand for Ping An Good Doctor, a mobile
internet telemedicine platform run by the company in China.
Ping An has been quick to leverage artificial intelligence-
based systems to capitalize on the stronger demand for
telemedicine, which it predicts will outlive the pandemic.

Ping An is also selling its own in-house technology solutions
to transform its business model. In the past few years, the
group has deployed its own face and voice recognition
systems to offset fraud, and this has, controversially,
included the use of facial technology on potential customers
to predict their creditworthiness. The technology is also sold
to third parties such as businesses in the travel industry as
an additional revenue stream.

2 Jack Ma'’s fintech start-up shakes up China’s banks. https://www.marketwatch.com/story/jack-mas-fintech-startup-

shakes-up-chinas-banks-2018-07-29

3 Growing with Pain: Digital Financial Inclusion in China. The Chinese Financial Academy of Digital Inclusion. http://www.
ruralfinanceandinvestment.org/sites/default/files/growing_with_pain_digital_financial_inclusion_in_china_cafi_report.pdf
4 Jamie Dimon'’s Letter to Shareholders, Annual Report 2019: https://reports.jpmorganchase.com/investor-relations/2019/

ar-ceo-letters.htm#

5 Remarks from Jessica Tan, co-CEO of Ping An Group, September 18, 2020. https://www.prnewswire.co.uk/news-releases/
ping-an-accelerates-digital-innovations-in-response-to-covid-19-843205013.html



Other firms have looked to collaboration with fintechs to boost
their technology assets and digital product offerings. The
Industrial and Commercial Bank of China has embarked on
numerous projects with Alibaba and Ant Financial in terms of
electronic payment settlements, e-commerce, corporate finance
and other financial services. Access to Ant Group's financial
technology has underpinned these collaborative efforts.

Despite extensive efforts to invest in and expand their offerings,
most traditional financial institutions continue to trail behind
their fintech peers in terms of market share in digital financial
services. This is especially visible in the mobile banking sector,
where Alipay, which is owned by Alibaba, and WeChat, which
is owned by social media company Tencent Holdings, hold a
combined 94% of China’s mobile payments market.

Online banks such as WeBank, which is majority-owned by
Tencent Holdings, and Alibaba’s MyBank, have leveraged
technology to automate increasingly complex tasks and
develop competitive offerings for customers. Moreover, the
use of technology to improve operational functions has
enabled digital banks and fintechs to achieve high levels
of efficiency with smaller workforces. On average, WeBank
and MyBank grant approximately 10 million personal
loans or other forms of credit to small and medium-sized
enterprises (SMEs) per year. Each virtual bank employs only
roughly 1,000-2,000 employees.

Regulatory reform looms over fintech proliferation

The rapid pace at which technology has advanced and fintechs
have grown in China has also in part been due to a favourable
regulatory environment, although the situation appears to

be shifting. Regulators are growing more concerned about
technology and systemic risks. High levels of growth in the
fintech and, more broadly, digital financial services sector have
created environments that are increasingly vulnerable to data
breaches and market volatility.

Policymakers have recognized the need to update the
regulatory infrastructure to keep pace with risks posed
by the continued growth of technology and the digital
transformation of the financial services sector.

Digital banks and fintechs in China are subject to some degree
of oversight by different regulators, depending on their business
model and product offerings. The People’s Bank of China (PBoC)
oversees internet payments and the China Securities Regulatory
Commission (CSRC) regulates crowdfunding and the purchase
and sale of securities online. The National Internet Finance
Association (NIFA) and certain national-level committees

such as the Fintech Committee also have some supervisory
responsibilities. Digital banks and insurers are subject to
oversight by the China Banking and Insurance Regulatory
Commission (CBIRC) for those aspects of their operations that
fall within the mandate of these regulators.

The fragmented state of supervision, along with concerns about
data privacy and the abuse of technology, has prompted the
Chinese government to reform the regulatory infrastructure.
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In 2019, the PBoC, the central bank, issued a three-year
development plan for fintech covering 2019-2021. The
objective of the plan, which outlines six development
targets, is to strengthen oversight of fintechs and
standardise regulatory requirements. New disclosure
requirements, particularly pertaining to how firms use
technology and data, are likely to be central components
in the reform effort. Fintechs could also come under more
direct supervision in the form of regular correspondence
and inspections, as happens with traditional financial
institutions.

New draft rules on the provision of online microlending from
the PBoC and the CBIRC, which were issued in November
2020, will introduce formal prudential requirements, data
protection and other compliance obligations for fintechs
engaged in microlending activities. The framework, which

is expected to be formally implemented imminently, will
extend the ability of regulators to monitor, and potentially
intervene in, the operations of fintechs that engage in
microlending or use third-party technology platforms.

Reform of the oversight of foreign investment in fintech

is also on the horizon. At the start of the year, Reuters
reported that regulators in China were finalising rules for
risk management as well as guidelines to facilitate foreign
investment in digital banking operations by firms that
already have an onshore presence, such as Citigroup, HSBC
and Standard Chartered. Risk management rules regarding
the use of technology, cyber security and the protection

of personal data and financial information will also be
introduced. The proposed framework will apply to digital
banks and fintechs and is the first initiative by regulators to
outline standards for the sector.

Chinese regulators’ adoption of suptech and regtech is
likely to raise their expectations in terms of compliance and
risk management still further. Reflecting the fervour with
which financial services firms have embraced technology,
regulators have sought out the most effective solutions
and strategies to manage financial risk, a central part of
their mandates. The PBoC has consistently called for more
widespread implementation of suptech and regtech to
leverage big data, artificial intelligence, cloud computing,
blockchain and other forms of technology, to enhance its
supervisory capabilities. These tools will enable regulators
to conduct more pervasive real-time surveillance, leaving
smaller and smaller margins for error by fintechs and
traditional financial institutions alike.

Considerations for traditional banks

Traditional Chinese banks are aware of the need for digital
transformation to stay relevant in the financial services
sector and boost their competitiveness.

In a recent report, professional services firm PwC identified
three main areas of focus for Chinese financial institutions:
investing in partnerships with fintech companies to boost



innovation, acquire talent and technology; allocating
substantial resources to invest in emerging types of
technology; and taking concrete action to address IT risks
and compatibilities®.

Investment in technology talent, resources and infrastructure
helped digital banks and fintechs gain an edge over
traditional banks in China, but the use of Big Data has been
one of the strongest drivers of digital transformation. There
is a clear demarcation between firms that have used Big
Data to guide business development and banks that have
stuck with more traditional pipeline strategies for product
development. To level the playing field, traditional banks
must learn how to use customer information to enrich their
product offerings and expand their customer base.

In a recent study’ on digital banking in Asia, management
consultancy McKinsey said banks should leverage data
from internal as well as third-party sources to guide the
development of tailored solutions for customers. Banks
worldwide have been turning to a range of resources for
customer insights including social media, e-commerce
companies and national databases.

Chinese regulators, however, are becoming increasingly
concerned about improper use of personal data by
businesses. Data that is collected, transferred or sold
without the consent of data subjects has come under
heightened scrutiny, as a part of a nationwide crackdown
led by the Cyberspace Administration of China in 2019.

Traditional banks should expect regulators to examine their
overall technology risk management frameworks more
closely, in much the same way they supervise compliance
with other rules on risk management.

As traditional banks in China plan their digital
transformation, they will need to assess the regulatory risks
which accompany use of technology and data privacy at
every stage.

Considerations for fintechs

Fintechs operating in China should be mindful that the
regulatory landscape governing their operations is in
flux, as regulators sharpen their focus on technology risk
and potential systemic vulnerabilities in the financial
technology sector. New rules on the horizon could
potentially affect all aspects of fintechs’ operations and
reshape their compliance obligations significantly.

In addition to regulatory risks related to the use of technology
and data privacy, fintechs need to pay close attention to Chinese
regulators’ concerns about potential systemic vulnerabilities in
the sector that could threaten broader financial stability.

Direct intervention is a supervisory approach that regulators
have often used to address emerging systemic risks, particularly
in the financial services sector. In the past, financial regulators
have taken control of financial conglomerates to address credit
risk and broader systemic risks. As fintechs gain prominence
and market share in the financial services sector, they will
increasingly be subject to the same supervisory approach as
traditional financial institutions.

The decision by financial regulators in November 2020

to suspend a planned initial public offering (IPO) by Ant
Group in Shanghai should serve as a further reminder of the
importance placed by authorities on maintaining oversight

of potential threats to financial stability, and this includes
emerging risks from the fintech sector. The ability to intervene
quickly and, at times, unpredictably, in the operations of
companies deemed to pose systemic risks remains a powerful
oversight tool for financial regulators in China.

Helen Chan, Regulatory Intelligence Expert
Thomson Reuters Regulatory Intelligence

Helen Chan is a Regulatory Intelligence Expert for Thomson
Reuters Regulatory Intelligence. She is responsible for
authoring expert analysis and delivering regulatory
commentary on risk and compliance-related developments in
Canada and across the Greater China region. Helen first joined
Thomson Reuters in 2010 as the Asia Pacific Legal Editor for
Westlaw Business Currents.

Helen holds an Honors B.A. in media studies from the University of
Western Ontario in Canada and Juris Doctor degree from Queen’s
University in Canada. She is licensed to practice law in the state of New
York and has worked for commercial law firms in Hong Kong, Shanghai
and Toronto

6 How Fintech is Shaping China’s Financial Services? PwC 2018: https://www.pwchk.com/en/research-and-insights/how-

fintech-is-shaping-china-financial-services.pdf

7 Asia’s Digital Banking Race: Giving Customers What They Want: https://www.mckinsey.com/~/media/McKinsey/
Industries/Financial%20Services/Our%20Insights/Reaching%20Asias%20digital%20banking%20customers/Asias-

digital-banking-race-WEB-FINAL.pdf
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Why getting compliance right is an essential part of digital
transtformation for Chinese firms

By Niall Coburn, Asia-Pacific Regulatory Intelligence Expert, Thomson Reuters

Many financial institutions in China are witnessing at first hand
the opportunities that digital transformation can create, but
while firms can use technology to improve the service they
provide to customers and enhance market competitiveness they
must also understand the attendant risks and vulnerabilities.

Digital transformation requires firms to make changes to
their leadership and culture, improve risk and compliance
imperatives and acquire specialist, skilled staff to

keep abreast of diverse regulatory changes. Enhanced
technology is only half the equation; the other is creating
a unified compliance culture to manage and address the
various business challenges and risks.

Balancing technological innovation with
compliance imperatives

China’s financial sector is growing, competitive and vibrant.
It needs to innovate while at the same time balancing
technological innovation with appropriate due diligence,
risk and compliance measures. Many of the challenges
faced remain relevant as China moves toward post-
pandemic economic recovery.

Thomson Reuters Regulatory Intelligence published its
fourth annual report on fintech, regtech, and the role

of compliance earlier this year. The report concluded

that although many synergies will be gained from the
effective implementation of new technology, a number of
challenges must be overcome before potential benefits can
be realized. Firms need to invest in skills, system upgrades
and cyber resilience if they are to deliver technological
innovation without endangering good customer outcomes.

Firms, whatever their business model, must get risk and
compliance management right. The benefits offered by
digital transformation may tempt some to rush to be “first
to market”, before competitors emerge and unanticipated
compliance risks have been ironed out. Firms at later
stages of the adoption lifecycle have the opportunity to
learn from mistakes made by those that have hurried
digital innovations to the market, thereby exposing
themselves potentially to significant regulatory penalties,
and senior management to personal liability. Firms also
risk losing customers, shareholder value and market share.

A recent example has been Ant Group's $37 billion IPO —
which would have seen Ant become “first to market” had
Chinese regulators not halted it at the last minute. Ant’s
business model positioned it as an online micro-lender
that was not a bank. Its lending platform obtained a fee of
approximately 2.5% from its partner banks for loans which
it arranged without taking on board any risk.

Chinese banking regulators have now stepped in and
introduced new draft rules for on-line micro-lenders,
requiring them to provide 30% of “joint loans” offered
through their platform. This will require Ant to take on
board prudential and risk measures not required previously,
with implications for Ant’s business model and risk profile.
Both the company and the group may need to restructure.

Risk and compliance challenges

TRRI's Cost of Compliance Report 2020 identified the top-
three challenges for compliance teams as: keeping up with
regulatory change; budget and resource allocation; and data
protection. Digital transformation requires organisations

to have a unified cultural compliance approach. The report
said that while some firms have invested precious funds to
gain competitive advantage, this can lead to a false sense of
security if they fail to understand their internal vulnerabilities.

Firms need to create a holistic model for the future, and
culture, risk and compliance will play an important role in
ensuring an organisation’s longevity. Some of the issues for
organisations to consider include:

. culture and conduct risk;

* increasing regulatory burden;
budget and resource allocation;
data protection;

. cyber security;

. senior management liability;

. outsourcing; and

*  regulatory convergence.

Cultural and conduct risk

In-depth consideration of culture and conduct risk has
become essential. Regulators have articulated their
expectations in speeches and policy documents, and they
are inherent in the design and approaches of the various
senior management accountability regimes established by
many jurisdictions in recent years. Of the firms surveyed
for last year’s Cost of Compliance report, 34% said they
had discarded a potential profitable business proposition
due to culture or conduct risk concerns — a powerful
demonstration of culture and risk policies in action.

Getting culture “right” remains a constant problem for
compliance teams. Boards and senior managers must ensure
clear policies, procedures and monitoring processes are in
place, accompanied by training and development. Culture
should be articulated by the board and senior management
and be reinforced by suitable reward, recognition, and
disciplinary procedures. Management mindsets may need to



change, to ensure a shift to appropriate corporate values, and
this is a process which will evolve constantly.

There are plenty of examples of companies whose culture
has put “deals” before integrity, and organizational interests
before customers' interests. Nasdag-listed Chinese company
Luckin Coffee (a group of 45 firms), which positioned itself
as a challenger to the Starbucks chain, had to conduct

an internal investigation when it transpired that the 2019
financial statement released to the public had overstated
income by approximately 2.12 billion yuan. An investigation
found the sales figures were false, and the costs and expenses
substantially inflated. Luckin also warned investors they
should no longer rely on the 2018 financial statement.

The company was forced to dismiss its chief executive, chief
operating officer and other senior staff involved, and was
delisted from the Nasdaq after admitting the fraud. These
types of accounting frauds are eventually revealed through
audit, analysists, and the actions of whistleblowers. The
Chinese market regulator fined Luckin $9 million (yuan 61
million) following the scandal, even though the company
was not listed in China.

The underlying culture of a company can often lead senior
executives to condone major internal accounting frauds. Some
of the most notorious examples have been Freddie Mac (2003),
WorldCom (2002) and Enron (2001), but there have been
many others. Chinese firms must have effective compliance
structures in place as all businesses are at risk of enforcement
action, even for regulatory failings in other jurisdictions.

Increasing regulatory burden

The Cost of Compliance report found that the top compliance
challenge for 2020 was regulatory change. Firms are
concerned about the increase in the amount of regulation

and the greater burden this places on their staff. In 2019,

TRRI captured 56,624 alerts from more than 1,000 regulatory
bodies, averaging 217 per day. What has happened with

the Ant IPO means fintechs will be facing greater scrutiny

in future; they will need better compliance oversight across
organisations and more adaptive business models to meet the
challenges of this new regulatory environment.

Rather than allowing themselves to become overwhelmed
by these constant changes, firms should concentrate on
creating the risk and compliance framework they need to
understand the requirements.

Budget and resource allocation

Firms must ensure they have the budgets and resources
to create a unified compliance culture. They need to
employ and retain appropriately skilled staff to deal with
regulatory changes and/or to improve procedures and risk
management frameworks.

Firms must also place greater emphasis on ensuring they
have adequate resources and skill sets to manage risk and

compliance demands at all the various flow-through stages
into the digital marketplace.

Data protection

Data protection is another challenge. More and more firms
are dealing with customers online through applications

and web-based forms of technology, which means they
must keep pace with fast-moving changes. Increases in
international data flows and big data places more emphasis
on data security. Regulators have put firms on notice of

the need to fulfil their responsibilities, and can impose
significant fines where data breaches adversely affect
customers. Digital transformation must be accompanied by
procedures which collect and transfer data securely.

One complication is that individual jurisdictions have
different data protection laws, leading to confusion when
customer data is transferred from one jurisdiction to
another. In many circumstances the laws overlap, adding
to the confusion, and Chinese companies will need to
take particular care to avoid breaching data protection
requirements in other jurisdictions.

The storage of data in the “cloud” can also make it hard

for regulators to access it. Chinese regulators announced
recently that they wished to have a copy of all the Ant
Group's data in relation to its micro-lending business. This
will affect the way future customers interact with the group,
and how data is collected and transferred.

The EU General Data Protection Regulation (GDPR) has
acted as something of a blueprint for data protection
reform; its strict requirements and substantial penalties
apply across the European Union. Many jurisdictions

in the Asia-Pacific region have already drafted their

own data protection laws; in future they might consider
harmonisation of data protection laws across the region, to
facilitate cross-border product sales and data sharing.

Cyber security

Cyber security remains of paramount importance as firms
embark upon digital transformation. In February 2020, the
European Systemic Risk Board published a report which
estimated the total cost of cyber incidents for the world
economy in 2018 could have been as high as $654 billion.
The Financial Stability Board (FSB), in its report on the
financial stability implications of fintech, emphasised the
need for organisations to incorporate cyber security in the
early design of new products and systems. It also highlighted
the need to increase financial technology literacy, to help
lower the probability of cyber events.

A recent International Monetary Fund paper suggested
that one way to address the growing threat from cyber-
attacks was to build resilience through heightened
supervision from supervisory/regulatory agencies. Firms
need to build their own self-resilience by:



* identifying the threat landscape;

. mapping the cyber and financial network;

. creating coherent regulation;

. conducting supervisory assessment;

*  establishing formal information-sharing and reporting
mechanisms;

. devising adequate response and recovery measures;

*  ensuring the preparedness of supervisory agencies.

Strong cyber resilience is a must, if organisations are to
deliver technological innovation and avoid endangering
customer outcomes. Firms can bolster their defences by
ensuring that confidential files and client data are securely
and promptly backed-up in a remote connected back-up or
storage facility. Firms need to assess their susceptibility to
a variety of cyber-attacks frequently, and ensure they can
protect the organisation’s information in the event of an
attack.

Senior management liability

Regulators worldwide have introduced personal
accountability regimes to drive better risk-aware standards
of behaviour and place senior managers and compliance
officers “on the hook” for serious compliance failures.
Senior individuals must ensure they focus on culture and
conduct risk. In digital transformation scenarios, this
means that if products with compliance weaknesses are
rushed to market to the detriment of consumers or data
breaches, senior managers may face regulatory penalties
and potentially lose their positions.

China has yet to adopt a formal approach to corporate
accountability. The introduction of a senior manager
accountability framework would encourage ethical
behaviour and integrity in Chinese firms. It would also
give regulators a line of sight to who is responsible for
decisions or compliance failures within a firm. Rather
than having strict laws, Chinese regulators might benefit
from introducing guidelines to ensure senior managers
and material risk personnel are fit and proper to carry

out their roles, and that risk management, governance
and incentive frameworks are appropriate. Accountability
frameworks introduced in Australia, Hong Kong, Malaysia
and Singapore following numerous financial failures have
notably improved accountability in firms.

Senior individuals can manage their personal liability by
keeping abreast of regulatory changes, knowing exactly
which areas they are responsible for at any point in time
and ensuring activities in their areas of responsibility are
well-structured and tested. The Cost of Compliance report
emphasised that senior managers must ensure there is
comprehensive recordkeeping in relation to products and
be able to demonstrate the discharge of their relevant
obligations. More than 58% of respondents surveyed

for the report expect the personal liability of compliance
professionals to increase in the next few years.
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Evolving risk and compliance issues

Many businesses in China have become involved in digital
transformation in the past five years and more will follow.

The recent intervention in the Ant Group IPO showed that
regulators are capable of changing their approach at the last
minute. Companies and their executives must keep abreast of
developments and understand the implications for the firm, its
consumers, its risk management framework and its bottom line.

New and emerging regulation means firms must be more
aware of the compliance risks involved and ensure digital
transformation does not compromise consumer protection.

Niall Coburn, Asia-Pacific Regulatory Intelligence Expert
Thomson Reuters Regulatory Intelligence
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How financial technology is promoting financial inclusion for
China’s small- and medium-sized businesses

By Yixiang Zeng, Correspondent, South East Asia, Thomson Reuters

China’s cutting-edge fintech sector is helping to promote
financial inclusion for the country’s small- and medium-
sized enterprises (SMEs), and also for individuals.

State-owned banks in China have traditionally adopted
a top-down approach and have tended to fulfil more

of a policy-serving function. As a result, their lending
has primarily been directed at state-owned enterprises
and larger firms, although in recent years the Chinese
government has attempted to push them to cater more
widely for individuals and SMEs.

The major fintech companies in China, including Alibaba,
JD.com and Tencent, together with Ant Group — whose dual-
listing process, which was initially expected to raise $350
billion in the country’s largest-ever initial public offering, was
recently suspended — have, however, found different ways to
serve customers.

“Borrowing money from [state-owned] banks ... is so hard,”
Dr Wanli Min, chief executive of North Summit Capital and
QuadTalent Technology, told the University of Southern
Carolina U.S.-China Institute in October.

State-owned banks did not really consider it part of their
role to provide lending services to individuals, Min said.

“With that mindset in place, | don't think [state-owned
banks] have any motivation for innovation, because they
[see] themselves as [gods].”

By contrast, the large fintech companies have made huge
strides by combining technological solutions with a mindset
which treats all customers equally, reaching out to SMEs and
individuals in need.

“Tech giants from day one knew how important it [was] to
serve their customers [and] their users,” Min said.

“By serving their users — it does not matter whether [they
are] old or young people, male or female, PhD or high
school students — this mindset categorically differentiates
the two approaches and also explains why these tech
giants started fintech innovation in China,” he said.

Fintech's contribution to risk-verification
models

China’s “credit for consumption” phenomenon took off

in 2016, according to Sara Hsu, associate professor of
economics at the State University of New York at New Paltz.
Since then, fintechs have introduced credit risk models
which help to identify suitably qualified consumers to allow
them to get loans, thus providing a service that was not
available before, Hsu said.
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China’s tech-savvy younger generation has a sophisticated
wealth management appetite and is not afraid to invest in
bitcoin, for instance. Lenders therefore need to use artificial
intelligence (Al) or big data to help reconcile the different
kinds of financial assets held by such investors and carry
out thorough risk-verification assessments.

“This [provides] another opportunity to leverage ... Al,”

Min said. “Because with so [many] heterogeneous data
sources in real-time updating and refreshing, you need the
Al, the cloud, in order to do the real-time processing and
understand the status, the threshold and also the criticality
of potential borrowers [and their] financial status.”

Surge in demand for open banking

Demand for open banking in China has surged in the past
few years. Customers are no longer interested in physically
going to banks for essential services; rather, the rapid and
unprecedented pace of digital transformation has made the
offline banking model a hugely popular alternative on the
mainland.

“Everything related to banking and finance is remote and
instant,” Min said. The banking industry had to be open to
high-tech and digitization, he said.

“People are doing banking via mobile apps, [but] in the
backend, all of [the] data flow, data carry, data exchange,
data massage, and [these] actionable insights have to

be integrated in real [process] across different systems
through application programming interfaces (API). This
requires a very powerful Platform-as-a-Service (PaaS).”

Min said the fintech revolution — the so-called fourth-
generation industrial revolution — is a combination of
business, capital and data flows.

“Out of capital movements, we need digital footprint. If
you convert that into a data, we can re-construct an entire
business process from pure data in the system,” Min said.

“This actually gives us [a way] to leverage Al, big data and cloud
computing, to decompose, understand, analyse and forecast
business operations and their interactions between sellers and
buyers, lenders and borrowers, and intermediaries within banks,
more importantly, [within] online and offline [banking].”

Data breaches and transparency

The Chinese authorities have rolled out a series of rules
and regulations to monitor peer-to-peer lending platforms,
given their vulnerability to data breaches and their lack of
transparency.



Many peer-to-peer platforms’ compliance functions failed
to preserve borrowers’ or customers’ original data, Min
said.

“Those platforms [do] not have enough data to categorise
their borrowers’ risk profiles,” he said.

Although such platforms attracted a lot of money from
their borrowers, they tended to take a collateral approach
to risk mitigation, rather than leveraging the data bank
to carry out a reasonable assessment of their potential
borrowers, he said.

Peer-to-peer lending platforms can become brokerage firms
without any risk assurance function, and this explained why the
sector had had such a bumpy ride in the past couple of years in
China, Min said.

Nor was there any transparency in terms of how such
platforms carried out credit-scoring assessments, he said.

“Peer-to-peer platforms should be theoretically open about
how they assess their credit scores or their credit limits [for]
potential borrowers,” he said.

In China, peer-to-peer lending platforms have previously
declined to explain why customers were given certain credit
limits, or equally why an application for a particular credit
limit had been declined.

“In the past, it was a mystery, and nobody knew,” Min said.
This made it difficult for people to know how they could
improve their credit scores or increase their credit limits, he
said. “Therefore, it becomes a transactional process rather
than [a] risk-control or risk-averse process.”

Against this backdrop, transparency and data security are
important. With the right technology and regulation in
place, however, it will be possible to avoid adverse effects,
yet still do a good job for the majority of consumers, Min
said.
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Yixiang Zeng joined Thomson Reuters Regulatory Intelligence
in April this year in Singapore, covering southeast Asia and
greater China regulatory developments. Prior to this, she had
about nine years’ experience writing on asset management, oil
trading, financial regulations and legal ranking related topics.
Yixiang learned her Master’s degree in Broadcast Journalism
at the University of Westminster in London, and received a
part-time degree in Accounting and Finance at the University
of Essex. She previously worked in London and Hong Kong.



COVID-19 culture and conduct challenges: insights from China

By Susannah Hammond, Senior Regulatory Intelligence Expert, Thomson Reuters
Regulatory Intelligence, and Helen Chan, Regulatory Intelligence Expert, Thomson Reuters

Regulatory Intelligence

Businesses around the world continue to face immense
pressure due to the COVID-19 pandemic. In China, the
domestic market is shifting toward recovery, yet Chinese
businesses must still contend with an uncertain outlook as
most countries continue to struggle to manage their public
health economic responses to the pandemic.

Challenges faced by businesses abroad can have a tangible
impact on prospects for Chinese companies, particularly
firms that have made forays in overseas markets such

as the United States and Europe. Chinese firms should
consider these evolving concerns carefully as a part of their
overall risk management strategy. At the same time, the
journey of many Chinese companies, from the onset of the
pandemic in early 2020, to anticipation of steadier recovery
in 2021, hold valuable insights for businesses worldwide.

TRRI conducted an update® of its Cost of Compliance 2020
survey to gauge how financial services firms are responding
to the pandemic. TRRI's annual cost of compliance reports
enable firms to benchmark their views against those of
their peers, while gaining insight into the direction risk and
compliance functions are taking.

The COVID-19 update covers a spectrum of compliance risk
issues; among them, culture and conduct risk stood out as

one of the most significant risks that organizations around

the world are grappling with during the pandemic.

The culture and conduct challenges highlighted in the
COVID-19 update survey resonate with many businesses
that operate in heavily regulated sectors. Beyond financial
services firms, Chinese businesses subject to the U.S.
Foreign Corrupt Practices Act and the UK Bribery Act are
increasingly at risk of prosecution related to employee

Cost of Compliance - COVID-19 update

misconduct. Within China, financial regulators are cracking
down on market misconduct and accounting fraud at
China-based companies listed on domestic and foreign
stock markets.

Managing employee misconduct has risen to paramount
importance for many businesses.

The top-three culture or conduct risks were identified as:

1. Reduced real-time visibility of employees’ (in)actions.

2. Evidencing good culture and conduct in a remote-
working environment.

3. Messaging down from the board to the firm.

The pace at which organizations have had to implement
wide-scale remote working for employees has, in some
cases, disrupted the ability of compliance functions to
monitor employees in real-time, raising the risk that
misconduct goes undetected.

Likewise, evidencing effective compliance, including good
culture and conduct and communicating messaging from the
board to all levels of the organization, becomes more difficult

in a large-scale remote-working environment. Cumulatively,
these challenges can chip away at the strength of compliance
programs, exposing firms to higher regulatory enforcement risk.

Early adopters in China: best practices to
mitigate culture and conduct risk

During the early months of 2020, Chinese companies were
beset by pandemic-related disruptions and challenges
before they hit businesses in other jurisdictions. Some
businesses have adapted and innovated through the crisis

What is the single biggest culture or conduct risk your firm is now facing?

Ovarcoming commamication challesges

Evidencing g:ﬁﬁ'ti:nﬁltura and conduct in a remote working environment

I SEE)

Mdapting poficies andl proceures for remoke warling

Reduced real-time visihility of employee (m)al:tmns

‘Messaging down from the board to the firm wees__
ST Remote working

8 https://corporate.thomsonreuters.com/Cost-of-Compliance-20207?cid=9027877&chl=oft&sfdccampaignid=7014000000
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period, positioning their organizations to thrive in a post-
pandemic China.

Remote working went mainstream in China during the early
stages of the pandemic as an estimated 200 million people
shifted to working from home at the end of the Chinese New
Year holiday in February. Even as China transitions toward
post-pandemic recovery at the end of 2020, culture and
conduct risks associated with remote working environments
are here to stay. As a result, Chinese businesses, which
include some of the world’s largest corporations, have had to
tackle culture and conduct risks head-on.

Chinese companies have adopted a number of best practices
to address culture and conduct risk during the pandemic:

Accelerate digital transformation...

Widespread lockdowns and coronavirus-related travel
restrictions in China compelled many businesses to go
completely digital at the beginning of the year, with very
little notice. The sudden changes threw many organizations
into crisis; those that took a holistic approach to reorganizing
their operations and internal controls were much better
positioned to adapt.

Investing in talent and the right technology solutions

to support employee productivity while also enhancing
compliance monitoring enabled some Chinese companies to
speed up their digital transformation. Ping An Bank swiftly
moved to increase the number of senior managers tasked with
IT functions while scaling back mid-level managerial staff
and market-facing employees. The bank actively encouraged
and supported senior managers in the use of a data-driven
mindset to manage large teams, as opposed to drawing

from traditional managerial experience. This shift enabled
managers to factor uncertainties and changing circumstances
arising from the pandemic into decision-making®.

...with personal touches

Despite shifting to predominantly digital modes of working,
Chinese companies sought to maintain a personal touch when
engaging with their employees. Managers generally eschewed
email, despite its mass distribution capabilities, in favor of
instant messaging and voice-to-text messages through apps
such as Ding Talk and WeChat, to foster closer interactions
with employees in real time. Alibaba increased the frequency
of one-to-one communications with employees to weekly. It
also introduced a practice in some teams for team members
to compile weekly reports and outlooks for the week ahead, for
circulation among employees.

China Special Report 2021

These practices, which encouraged consistent and real-
time interaction between managers and employees, as
well as among colleagues, helped risk and compliance
functions to monitor conduct risks remotely. Managers also
benefited from being more engaged with what their teams
were doing on a day-to-day basis.

Overall, leveraging technology to drive decision-making
and foster more proactive real-time engagement with
employees enabled Chinese companies to maximize
the benefits of the acceleration in digital transformation
brought about by the pandemic.

Closing thoughts

The importance of culture in an organization has

become even more pronounced. An effective risk-aware
culture could perhaps be the most valuable asset a firm
can develop and maintain, and will enable it, and its
employees, to weather uncertainty and change more
effectively. Regulators have already committed to post-
pandemic reviews. While firms are likely to want to do the
same, they should ensure a continuing immediate focus
on recordkeeping. All changes to policies, procedures
and oversight must be recorded, and decision-making
documented, otherwise it will be hard for the firm to show
that it has followed appropriate procedures during the
pandemic.

Many firms will choose not to return to their previous modes
of operation. Recession may well mean they will have to
economise and cut costs. Risk and compliance functions
will be far from immune to the budget constraints. Firms
need to recognise, however, that without a skilled, well-
resourced, technologically aware senior leadership and

risk management functions, they are unlikely to be able to
manage regulatory and other challenges.

"While the ‘future of work” was well underway
before the pandemic, COVID-19 has clearly
hastened its arrival. Boards now have an
opportunity to recalibrate their organizations’
talent strategies (mid- and post-pandemic) to
adapt to our evolving reality.”

World Economic Forum, “6 ways the COVID-19 pandemic

could change our approach to human capital”,
August 2020.

9 Lessons from Chinese Companies’ Response to COVID-19. https://hbr.org/2020/06/lessons-from-chinese-companies-

response-to-covid-19



Susannah Hammond, Senior Regulatory Intelligence
Expert

Susannah has over 25 years’ wide-ranging experience in
international and UK financial services.

A qualified chartered accountant, Susannah began her
compliance career at SG Warburg where she became head of
European compliance. She was the global head of compliance
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to confidently manage regulatory risk, while providing the tools
to make proactive decisions and action change within your
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of your compliance needs - locally and globally, today and in
the future.
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and a founding employee of Caspian Securities before joining
PricewaterhouseCoopers as a consultant. Susannah was also
head of international requlatory risk for the Halifax Group and
became head of retail requlatory risk for HBOS plc upon Halifax's
merger with Bank of Scotland. Before joining Thomson Reuters,
she was head of compliance at GE Capital Bank.

In her role as a senior regulatory intelligence expert Susannah
shares her extensive experience with TRRI customers writing
some of the most read articles on the site. In particular; 10
Things a Compliance Officer must do and 5 Key Risks, articles
which have become annual to-do lists and check lists for
compliance and risk practitioners. Susannah regularly attracts
large audiences at events and webinars and is a much sort
after ambassador for TRRI at external events. Susannah was
entrusted with presenting at the inaugural Risky Women
breakfasts in both Toronto and New York and received great
feedback.

Well known and highly respected throughout the industry,
Susannah brings a deep understanding of the unique challenges
facing today’s risk and compliance professional and articulates
the value and benefits that TRRI can bring to them in order to
manage and mitigate the daily challenges they face. Susannah
is co-author of Conduct and Accountability in Financial Services:
A Practical Guide, published by Bloomsbury Professional.
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